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TERRORISM & THE BUSINESS WORLD

By Dr. Lionel C.M. VonFrederick Rawlins, President & CEO, The VonFrederick Group

Terrorism has shaken
Americaand the rest of
the world like never be-
fore, and this phenome-
non has proven itself to
be most effective against
corporate America
(Banham, 2004). Until
the attack on the World
Trade Center in 2001,
Americawas unprepared
for this type of asymmet-
rical terrorist assault.
According to the 911
Commission Report,
September 11, 2001 was
aday of unprecedented
shock and suffering in
the history of the United
States. The nation was
unprepared (p. xv). Ter-
rorism was not given the
priority that it deserved.

Previous treatment of
terrorism has largely
been predicated on the
types of tactics, cold-war
style terrorist causes, and
state-sponsored acts of

violence (Cahlink, 2004).

Today, attacks against

Americans, or American
interests are highly publi-
cized occurrences carried
out by politically moti-
vated groups with estab-
lished ideologies, and
belonging to identifiable
organizations. Thistrend
has evolved from attacks
driven by social and eco-
nomic conditions, con-
sisting of an agenda
largely predicated upon
revenge and mass de-
struction (Jordan, &
Biox, 2004).

The terrorists view cor-
porate America and capi-
talism as an outlet for
their anger and violence,
and have shown disdain
for the western lifestyle.
Writing about the attacks
on the World Trade Cen-
ter, Nacos (2003) men-
tioned that the greatest
irony was the terrorists
who loathed America's
pop culture as decadent
and poisonous, yet used
that same behavior to
turn Hollywood-like fan-
tasiesinto real life hell.

It has been along-
standing tradition for
corporate leadersto
measure the dollars spent
on security personnel and
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equipment, but ignore the
costs of crime, terror and
planning. According to
Beaumier (2002), most
contingency planning
historically has focused
on temporary disrup-
tions—the hurricane or
earthquake—and did not
contempl ate situations
where companies would
never be able to return to
their primary sites; there
would be devastating loss
of life; and communica-
tion and transportation
systems would be inoper-
able. Banham (2004)
also said that before the
tragic events of Septem-
ber 11, corporate leaders
of large U.S. global cor-
porations tended to worry
about the usual—from
fire at a warehouse to
toxic emissions from a
factory, from theft of in-
tellectual property to the
unfair firing of an em-
ployee. Thistype of
leadership could be de-
structive for any organi-
zation or ingtitution: it
could induce great hu-
man tragedy, liability
expenses and legal fees,
public relations and crisis
management spoliation,
increased insurance pre-

miums, loss of revenue
from businessinterruption,
shaken confidence of cus-
tomers and shareholders,
and devastation in em-
ployee morale. A lackadai-
sical leadership attitude
could be the nexus that the
terrorist islooking for to
carry out hisor her next
assault.

Terrorist events have a-
ready manifested them-
selves against Americaand
American interests abroad,
and where they have not,
there are growing societal
fearsthat they will.

(Continued on page 2)
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Banham (2004) wrote that in inter-
views with awide mix of executives
from security organizations, consult-
ing firms, insurance brokerages, fi-
nancial ingtitutions, defense contrac-
tors, and law firms, aterrorist attack
on alarge U.S. global corporation—
especialy one symbolic of U.S. in-
fluence in the global economy - is
given high probability. Thereisa
calculated plan by terrorists, to at-
tack Americawhereitismost vul-

nerable—the economy. In the terror-
ists' minds, violating America’s econ-
omy would signal aloss of world
power, and a prelude to defeat.

Vernon (2001) wrote that the terror-
ists' motivation isto go after the sym-
bols of power because, to their audi-
ence, it shows power to those who lack
power; in the United States that means
corporate America. CharlesR. Lee
from the risk management consultancy
Tillinghast, was quoted by Banham
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(2004) as saying that aterrorist taking
down alarge U.S. corporation is very
plausible.

Corporate executives are now chal-
lenged to face this phenomenon by
adopting a twenty-first century asym-
metrical mindset, and by becoming
more strategic and tactical, if they
hope to survive this unconventional
form of warfare on their assets, inter-
ests, stakeholders, and employees.

Your Computer System: Can It Withstand an Electronic

TSU ﬂ a.m | t) By Timme A. Helzer, Ph.D., International Management & Organization Devel opment Consultant

The scale of devastation from the re-
cent tsunami catastrophe in Southeast
Asiais amost incomprehensible.
With probably 200,000 dead, millions
seriously injured,

~ ill, homeless, or
orphaned and tens
of billions of dol-
larsin lost infra
| structure and eco-
nomic capacity are
lost. Theresults
of this tragedy
may be compara-
ble only to the devastation of a pro-
tracted world war.

It's doubtful the impact of this catas-
trophe could have been significantly
reduced through better security plan-
ning and prevention strategies; but an
early warning system definitely would
have saved lives. It's something we
must respond to immediately with
comprehensive rescue and recovery
efforts, and learn ways to improve our
anticipation and response to such cata-
clysmic eventsin the future.

Although not specifically predicted,
thiskind of event was alluded to re-
cently in The VonFrederick Group
Newsl etter (November 2004, Volume
1- Issue 11). It was part of the intro-
duction to recommendations on using
strategic planning methods and consul -
tation to address security issuesin
your organization. Within that con-
text, recent industry reports indicate

that more than 65 percent of world
wide internet service providers predict
a catastrophic event which will disable
the world wide web sometime within
this decade.

Giving all due compassion to the hu-
man suffering and loss in this mega-
catastrophe in South Asiag, it is worth
considering the impact on our organi-
zation if an unexpected electronic tsu-
nami inundated our computer systems.
For many, we might as well be sitting
on a south seaisland beach enjoying
the sun and cooling breezes for al of
the preparation we’ ve made to antici-
pating a computer catastrophe that
would completely wipe out our organi-
zation.

Given the new levels of efficiency and
productivity our computer systems
have brought usin the last twenty-five
years, it's no wonder we have become
totally dependent on their new services
and expanded capacity within our or-
ganizations. Yet, that very depend-
ence on them has made us exceedingly
vulnerable to these services being in-
terrupted, compromised, degraded,
stolen, and completely destroyed. An
electronic tsunami could inundate our
organizations, resulting in economic
devastation beyond our most wildly
pessimistic imagination.

These probabilities, whether through
natural causes, intentional vandalism,
corporate espionage, or dedicated ter-

rorism, are the full-time focus of the
Computer Security Division (CSD) of
The National Institute for Standards
and Technology (NIST), whichisa
part of the U.S. Department of Com-
merce. The VonFrederick Group
holds this division of the NIST in high
regard, in addition to the outstanding
management support to organizations
provided by NIST’s Baldrige National
Quiality Program (www.baldrige.nist.
gov).

The computer Security Division
(CSD) of NIST “...is broadly responsi-
ble for establishing minimum informa-
tion security requirements (technical,
operational, and management con-
trols)...for information systems, ...
cryptographic standards...and manage-
ment guidelines for information secu-
rity.” Organizations doing business
with the Federal government are ex-
pected to use these secure systems, and
follow these heightened security stan-
dards and protective guidelines.

What The VonFrederick Group be-
lievesis particularly valuable about
NIST/CSD’ s computer security infor-
mation, isthat it helps prepare your
organization's executive leadership
team to conduct a series of critical
planning sessions to address the cur-
rent and future security needs of your
computer systems.

(Continued on page 3)
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An excellent source of thisinforma-
tion is the monthly Information Tech-
nology Laboratory (ITL) Computer
Security Bulletins.

These bulletins cover awide varitey of
topics, from selecting information
technology security products, and test-
ing the security of your information
networks, to detecting intrusions and
determining the security of your or-
ganization’s electronic mail. ThelTL
Bulletins are quite popular and widely
read, and are a very cost-effective way
for your organization’s executive lead-
ership team to prepare for future plan-
ning sessions to improve the security

of your computer systems. These bulle-
tins are available through the NIST
website at: http://csrc.nist.gov/
publications/nistbul.

The VonFrederick Group is prepared to
work with your executive leadership
team to plan and implement a computer
security management system for your
organization, aswell asto providea
wide variety of organizational security
improvement programs custom de-
signed to address your organization's
specific security needs. In the coming
months, we wish you, your executive
|eadership team, and your organization
awell-planned, secure, and prosperous
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New Y ear, and applaud your generos-
ity in supporting the world-wide relief
effortsin South Asia

Note: Timme A. Helzer, Ph.D. isan
international business management
and organi zation development consult-
ant, professor of management and or-
ganizational leadership, and an associ-
ate of The VonFrederick Group.

The equities market: How to control your financial responsibilities

By Dr. Méelissa Katherine Luke

The historical events
of the United States
stock market over the
past two decades
show dramatic
change in individual
investor accessibility
to the financial mar-
kets. A major para-
digm shift occurred in the financial
markets of the mid-1980's when a
wealth of investment information and
systems became available. Greater
accessihility occurred in the market
place for the individual investor,
which allowed the public to become
less dependant on the services of an
investment broker.

Background:

The financial markets were first estab-
lished in the United Statesin the
1790's. Traders and merchants would
gather at the street cornersin New

Y ork on Wall Street to buy and sell
equitiesand loans. Eventually , more
orders were desired in the financial
sector, and the business was taken in-
side, which is now known as the New
Y ork Stock Exchange (NY SE). After
the market crash of 1929, the Securi-
ties and Exchange Commission (SEC)

was created to monitor the ethical obli-
gations of the NY SE in 1934.

The SEC sought for a new self-
regulatory body to monitor the over-
the-counter market (OTC) dueto the
size, in which the SEC felt the OTC
was too amorphous for a single regula-
tory agency to control. The NASD
was then created in 1937 from legida-
tion passed by congress known asthe
Maloney Act, to monitor the over-the-
counter market, otherwise known to-
day asthe National Association of Se-
curities Dealers (NASDAQ).

Changefor the benefit of investors:

Until the late 1980's, the general pub-
lic needed to use an investment broker
to purchase securities. A commission
was charged for the broker’s service,
typicaly in direct correlation with the
amount of securities bought or sold.

The United States stock market
crashed in 1987, which is also known
as Back Monday. Investors had prob-
lems reaching their brokersto liqui-
date their positions as the value of
their investments rapidly decreased.

In the midst of chaos, brokers were
overwhelmed with phone calls, and
they could not service their clientsin a

timely matter. Shortly thereafter, the
NASD implemented the Small Order
Turnaround System (SOES) to assist
the individual investor needsin buying
and selling equities without a broker in
lots of 500 shares or fewer. Since the
late 1980’s, Electronic Communica-
tion Networks (ECN'’s) have been im-
plemented, allowing the general public
to buy or sell as many shares desired at
minimal cost without directly using a
broker. Currently there are more than
25 million individual investors pur-
chasing securities for themselves
online, and the numbers arerising.

The lack of broker interaction with the
public in crisis situations can occur
again, just as Black Monday in the late
80's. Unlessthe market is completely
shut down, acts of terrorism can cause
alanddide of selling at astronomical
rates. Do you want to spend the time
locating your broker, or taking care of
matters yourself at exponential
Speeds?

Educate yourself on the intricacies of
buying and selling your own equities
for safety’ s sake; the systems are there,
but are you?
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DI D YOU KN OW? By Michelle Blevins, University of Phoenix alumna

That until 1935, Iran was known as Persiaand in 1979 it became the Islamic Republic of Iran

That Elam was the oldest known civilization in Iran, dating back to 5000 B.C.

That Elamites were said to have been the descendants of one of Noah's sons, Shem

That the name Iran was derived from Aryan (Iranian) tribes who come from the Russian steppes

That large quantities of oil were found in Iran in 1908, a British company was formed to develop this resource
That the only officia language in Iran is called Farsi

That the “Iranian Hostage Crisis’, which began on November 4th, 1979, did not end until January 20th, 1981 the day
Ronald Reagan was sworn in as President of the United States

Iran’s flag has three equal horizontal bands of green (top), white, and red; the national emblem (a stylized representation of the
word Allah in the shape of atulip, asymbol of martyrdom) in red is centered in the white band; ALLAH AKBAR (God is Great)
in white Arabic script is repeated 11 times along the bottom edge of the green band and 11 times along the top edge of the red
band. (source CIA fact book).

MADAME CURIE

MARIE SKLODOWSKA CURIE

1864-1934

She was the first person to win a second Nobel Prize, one for physics and one for chemistry. While performing research for her
doctoral thesis, Marie discovered the element radium which is used for x-rays and radiation therapies for cancer treatment. She
was the first woman to receive a doctorate degree in France.
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SURVIVAL OF THE FITTEST

QUICKSAND

HOW TO ESCAPE FROM QUICKSAND

1. When walking in quicksand country, carry a stout pole— it will help you get out should you need it.
2. Assoon asyou start to sink, lay the pole on the surface of the quicksand.

3. Flop onto your back on top of the pole. After aminute or two, equilibrium in the quicksand will be
achieved and you will no longer sink.

4. Work the poleto anew position: under your hips and at right angles to your spine. The pole will keep
your hips from sinking, as you (slowly) pull out first one leg and then the other.

5. Takethe shortest rout to firmer ground, moving slowly.

HOW TO AVOID SINKING

Quicksand isjust ordinary sand mixed with upwelling water, which makes it behave like aliquid. How-
ever, quicksand—unlike water—does not easily let go. If you try to pull alimb out of the quicksand, you
have to work against the vacuum left behind. Here are afew tips:

The viscosity of quicksand increases with shearing—move slowly so the viscosity is aslow as possible.
Floating on quicksand is relatively easy, and is the best way to avoid its clutches. Y ou are more buoy-
ant in quicksand than you are in water. Humans are less dense than freshwater, and saltwater is slightly

denser. Floating is easier in saltwater than freshwater and much easier in quicksand. Spread your arms
and legs far apart and try to float on your back. (Piven and Borgenicht)
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About us...

Headquartered in Sacramento, California, The VonFrederick Group is the leader in providing sophisticated maritime
security and corporate security training, and has provided such training on ships, in seaports, in rail yards, airports, and
at corporations and organizations, domestically and internationally. Our team of experts from government, military, in-
dustry, academia, and the private sector, is uniquely qualified to meet the enormous market requirements created by the
recent and impending acts of terror against the United States and its interests, and against corporate America.

The VonFrederick Group’steam of experts provides corporations, governments, military, and individuals with the best
training and education possible, and with geopolitical analyses that enables them to manage risk, and proactively antici-
pate political, economic, criminal and terrorists issues vital to their interests. Our clients include Fortune 500 companies,
governmental agencies, the United States Marine Corps, and the United States Navy.

Unlike other organizations that are reactive, The VonFrederick Group places its emphasis on being proactive, and firmly
believes that proper training and education allows our clients to properly and effectively manage risk and identify oppor-
tunities. The VonFrederick Group provides core expertise in terrorism, maritime terrorism, corporate terrorism, counter-
terrorism, infrastructure protection, information warfare and security, technical assessments, policy development, organ-
izational review, vulnerability and threat assessment, intelligence analysis, forensic psychotherapy, organizational man-
agement, Wall Street and the securitiesindustry, and other aspects of homeland security.

“Remember, we haveto beright all thetime, theterrorist only need to beright once.”




